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Abstract. The medication therapy process in the hospital environment is complex and error prone. We
consider that the use of technology can automate the verification of this process, reducing the number of
errors during the treatment. Thus, this work proposes a software architecture aimed to provide the patient’s
current situation awareness, called EXEHDA-TG. As a central contribution, this work provides the monitoring
of the patient’s vital signs, allowing the physician to confirm that the desired effect with the administration
of medications is being reached. In the developed architecture, this effect desired by physicians in vital
parameters is called Therapeutic Goal (TG). The evaluation of EXEHDA-TG was taken through three usage
scenarios. The results have been satisfactory in the analysis of the evolution of vital signs.
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Introduction any time, with any device, non-intrusively,
keeping user focus on their activities. In this

Mark Weiser's classic article (Weiser, perspective, the computational system must
1991) describes the basic assumptions of interact in autonomic way, no matter where
Ubiquitous Computing related to user ac-  the user is, constituting a highly distributed,
cess to computing environment, anywhere,  heterogeneous, dynamic and mobile envi-
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ronment (Costa et al., 2008; Caceres and Fri-
day, 2012).

In this sense, one of the main research prob-
lems in the area of UbiComp is context aware-
ness, which refers to the ability of applications
to perceive changes in the characteristics of the
ubiquitous environment, which are of its inter-
est, and respond to these changes through an
adaptation process (Kakousis et al., 2010).

The literature review indicates several chal-
lenges in the support of context awareness for
ubiquitous applications, including: (i) context
acquisition from distributed and heterogene-
ous sources, (ii) context processing and actua-
tion on the environment, and (iii) context dis-
semination to interested users in a distributed
and timely way (Bettini et al., 2010; Bellavista
et al., 2012; Knappmeyer et al., 2013).

Considering these challenges, the support
for obtaining the patients’ situation is based on
the perception of vital signs, which is provided
by sensed information. These sensors interact
with patients, providing support for the ubiq-
uitous systems services that react according to
the context. Due to the complexity of the sensed
data, inferences about the context should be
made based on highest level information, ab-
stracted from individual sensed data. This
high-level abstraction of the sensed data, which
defines a specific state of an entity, is called
situation. In this sense, situation awareness is a
promising way to extend the traditional models
of monitoring and alerting, supporting the de-
velopment of more robust applications, which
meet the needs of the community in a hospital
environment (Ye ef al., 2012).

This article proposes the design of a soft-
ware architecture for a ubiquitous environ-
ment aimed at providing situation awareness
of patients. The EXEHDA-TG monitors the
evolution of vital signs, allowing the physician
to confirm that the desired effect with the ad-
ministration of prescription medications is be-
ing achieved. This behavior, desired by physi-
cians in vital parameters, is called Therapeutic
Goal (TG) in the proposed architecture.

As a central contribution, the architecture
automates the acquisition and enables the as-
sessment of vital signs based on the knowledge
of physicians, which specify in the EXEHDA-
TG the therapeutic goal to be achieved. The
EXEHDA-TG enables sending alerts to health
professionals in a ubiquitous perspective, pro-
viding mobile access to medical information.

The propose EXEHDA-TG has the premise
of its integration with EXEHDA middleware

(Execution Environment for Highly Distrib-
uted Applications). EXEHDA provides a soft-
ware architecture that aims at creating and
managing a ubiquitous environment, and pro-
mote the implementation of ubiquitous com-
puting applications (Lopes et al., 2014).

The paper is organized as follows. The
second section presents an overview of EX-
EHDA middleware services. The third section
describes the architecture and functionalities
of EXEHDA-TG. The forth section presents a
case study. The fifth section discusses the re-
lated work. Finally, the last section presents
the concluding remarks.

EXEHDA middleware overview

EXEHDA middleware was conceived to
support the execution of ubiquitous applica-
tions. The main properties of EXEHDA appli-
cations are: distributed, mobile, adaptive and
reactive to the context. EXEHDA is composed
of several integrated services that are concep-
tually organized in subsystems: data and code
ubiquitous access, uncoupled spatial and tem-
poral communication, large-scale distribution,
context recognition and adaptation. The sub-
system integration is shown in Figure 1 (Au-
gustin et al., 2008).

Regarding communications, EXEHDA cur-
rently provides, through Dispatcher, WORB,
and CCManager services, three types of com-
munication primitives, each one addressing a
distinct abstraction level.

The Dispatcher Service corresponds to the
lowest abstraction level, providing message-
based communications. Message delivering is
done through per-application channels, which
may be configured to ensure several levels of
protection for the data being transmitted. Pro-
tection levels range from data integrity, using
digital signatures, to privacy through encryp-
tion mechanisms. Additionally, the Dispatcher
Service uses a checkpointing/recovery mecha-
nism for the channels, which is activated when
a planned disconnection is in course. This fea-
ture may or may not be activated by the upper
communication layers depending on its par-
ticular demands.

In order to make the development of dis-
tributed services easier, EXEHDA also pro-
vides an intermediary solution for communi-
cations, based on Remote Method Invocations,
through the WORB Service. The programming
model is similar to Java RMI, but optimized to
ubiquitous requirements. More specifically,
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Figure 1. EXEHDA subsystems.

WORB remote method invocations, differently
from Java RMI, do not require that the device
keep connected during the entire execution
of the method on the remote node. Instead,
WORB was built on the functionality provided
by the Dispatcher Service, including a per-in-
vocation ID. The invocation ID remains valid
during the disconnection, allowing the WORB
to re-sync with the remote node after recon-
nection and obtain the returned values from
the invocation.

At a higher level, the CCManager Service
provides tuple-space based communications.
It is built on the WORB Service, which also
handles planned disconnections, providing
applications to an anonymous and asynchro-
nous communication support. This model is
provided in the CCManager Service and is
better suited to scenarios in which applica-
tion components might migrate among nodes,
since it does not require both sides to coexist
for the communication to take place.

From the middleware point of view, envi-
ronment resources fit in one of two categories:
processing node or specialized resources. The
former corresponds to the nodes, which effec-
tively execute and whose access is managed
by the middleware. The latter corresponds to

specialized devices, e.g. printers, scanners,
etc., whose access is not done through one of
the middleware services, but through the use
of some specific libraries. Although not man-
aged by EXEHDA, the specialized devices are
also cataloged in the CIB Service in order to
allow applications to locate and use them.

The Discoverer Service is in charge of
finding specialized resources in the envi-
ronment based on an abstract definition of
the resource. Typically, this service inter-
acts with the CIB Service from its own cell,
aiming at satisfying the resource discovery
request in the scope of the local cell. When
the local resources fail to fulfill the request,
the Discoverer Service interacts with the Re-
source Broker service of the neighbors’ cells.
The strategy adopted in this extra-cell search
is characteristic of the particular Discoverer
Service instance in use. These services em-
ploy a language to describe resources and its
interfaces are standardized. Since the mid-
dleware does not manage specialized re-
sources, the results of a Discoverer Service
search do not imply resource allocation or
even resource reservation.

The Monitor Service implements a monitor-
ing scheme based on sensors, which employs
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Figure 2. Ubiquitous Environment.

indexes to describe specific aspects of the en-
vironment. These sensors can be customized
through parameters. The whole set of sensors
installed on a node is part of the node descrip-
tion information registered in the CIB Service.
The data generated by each sensor is gathered
by the Monitor Service, which typically runs
on the same node where sensors are installed.
The gathered data is published by the Monitor
Service to a Collector Service, which typically
runs on the base-node.

Both data gathering by sensors and Col-
lector Service publication by Monitor occurs
in discrete multiples of a per-node configured
quantum. The quantum parameter allows the
resource owner to control, externally to the mid-
dleware, the degree of intrusion of the moni-
toring mechanism in the host. After a quantum
of time expires, the Monitor Service executes
a pooling operation over the active sensors in
the node. Then, it applies the publishing crite-
ria specified for the sensor data, determining,
or not, the generation of a publishing event for
that sensor. Thus, the events generated after a
quantum expiration are grouped into a single
message, reducing the amount of data that the
Monitor has to transmit to the Collector. The
Collector Service aggregates information from
several monitors in the cell and forwards them
to the registered consumers.

~ =~ - Ubiquitous Environment

EXEHDA-TG architecture
and functionalities

The EXEHDA-TG encompasses two types
of servers: the Integration Server, responsi-
ble for the interaction with the environment
through sensors and actuators, and the As-
sessment Server, responsible for storing and
processing of contextual information related
to patients, collected from the ubiquitous en-
vironment provided by EXEHDA.

The ubiquitous environment managed by
EXEHDA has a cellular organization, where
each cell can use multiple Integration Servers.
Each Integration Server provides data to one
Assessment Server, and can collect data from
several hospital beds. A cell can serve one or
more hospitals and a large hospital may have
more than one cell. Figure 2 shows the ubiqui-
tous environment managed by EXEHDA.

The EXEHDA-TG aims at providing a so-
lution that: (i) collects contextual information
in an automated way within the hospital envi-
ronment; (ii) processes these contextual infor-
mation collected, and (iii) provides actuations
on the environment and allows alert sending
to mobile devices.

The description of EXEHDA-TG, presented
in the next sections, is organized based on it
servers, corresponding features and the neces-
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sary associations between them and with the
other middleware services.

Integration Server

The Integration Server is designed to pro-
vide the necessary functionality for interfacing
with medical devices, enabling the acquisition
of data through sensors and actuation. Figure
3 shows the architecture of this server.

The Acquisition Module is responsible for
the acquisition and processing of sensed data
of infusion pumps and vital signs monitors.
This module enables the interface to capture
data from sensors of electromedical equip-
ment, considering the communication pro-
tocols required for each type of device. The
sensors’ reading is carried out according to
the schedule defined by therapeutic goals.
The data collected is treated in stages. In these
steps data normalization and the definition of
what data must be effectively published in the
Assessment Server are performed.

Patient

b

Vital Signs
Monitors

!

Bl

Central Alerts

Infusion
Pump

!

The Publication Module is responsible for
coordinating the main data flow between In-
tegration Servers and Assessment Server, pro-
moting the publication of all collected data
and ensuring a Local Persistence in the periods
when the communication between these serv-
ers is temporarily unavailable.

The Actuation Module has the function of
triggering devices of electromedical equipment
responsible for presenting visual and sound
alerts to health professionals, such as liquid
crystal displays, buzzers, speakers, LEDs, etc.
Therefore, in the EXEHDA-TG messages on
the screens of electromedical equipment are
considered a specific type of actuation.

Assessment Server

The Assessment Server is responsible for
receiving context data of patients and electro-
medical equipment, storing them and running
situational evaluations, as well as requesting
actuations and alerts when necessary.

Figure 3. Integration Server Architecture.
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Figure 4 shows an overview of this server,
presenting its relationship with the Integration
Servers, administrators’ applications, ubiq-
uitous applications for health professionals,
other Assessment Servers, and administrative
services of the hospital.

The modules which comprising the As-
sessment Server are responsible for situation
awareness, since the acquisition of contextual
data until the activation of actuators and send-
ing alerts. The description of these modules is
shown below.

The Configuration Manager, through ad-
ministrators’ applications, provides function-
ality to perform the setting and management
of Assessment Server, considering the charac-
teristics of the sensors and actuators of electro-
medical equipment. This module stores in a re-
pository: the programming of infusion pumps;
definitions of therapeutic goals; and acquisi-
tion parameters for electromedical devices.

The Communications Manager is composed
of an ESB (Enterprise Service Bus) and a Mo-
bile Access Module, which have the features
required to meet the users’ distributed appli-

cations. The ubiquitous applications of health
professionals and other Assessment Servers
use the Communications Manager to request
vital signs data, status and parameters of elec-
tromedical equipment, and to trigger actuators.
These ubiquitous applications of health pro-
fessionals are running on different nodes that
comprise the ubiquitous computing environ-
ment provided by the EXEHDA middleware.

Aiming at providing mobile access to EXE-

HDA-TG, a module was designed (see Figure
5), which is organized in two blocks:

(i) Display contextual information: runs on
the mobile device and provides reports,
both graphical and textual, with the con-
text information. The communication of
this block with Assessment Server occurs
in two steps: inspection of contextual in-
formation being handled; and data re-
quest to specific context information in a
time interval. The features are organized
into three modules: (i) Report Module:
handles the display of contextual infor-
mation on the mobile device; (ii) Access
Module: consists on a server with access
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Figure 4. Assessment Server Architecture.
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to the Sensing Information Repository of
EXEHDA-TG; and (iii) Request Module:
aims at requesting context information
to the Access Module, considering the
Report Module requests.

(ii) Treatment of Proactive Alerts: aims at
notifying the user about the occurrence
of interesting events through proac-
tive notifications. The features are or-
ganized into two modules: (i) Alerts
Module: runs on the mobile device,
providing alerts to the user, using for it
the native notification mechanism of the
mobile platform. This option is charac-
terized by providing the user with an
integrated management of the nature of
the alerts employed by their mobile de-
vice; (ii) Distribution Module: runs into
the same equipment of the Assessment
Server, under uninterrupted operation.
This module operates keeping the alerts
produced by different contextual rules,
handled by the Interpreter. Access from
mobile devices occurs through the
Communication Module, which pro-
vides access to different features of the
Assessment Server.

Returning to Figure 4, the Publishing Man-
ager is responsible for supporting the collec-
tion of vital signs, status and parameters of
infusion pumps and monitors of vital signs,

(—( Mobile Device

captured through the Integration Server.
These features are implemented through the
ESB of Assessment Server.

The Actuation Manager is responsible for
driving the actuators of electromedical equip-
ment. This component has the function of
triggering into the ubiquitous environment
actions that change the state of the electro-
medical equipment, presenting visual and au-
dible alerts to health professionals, whenever
requested by the other modules of the Assess-
ment Server.

The Interpreter’s main functions are per-
forming management tasks and identification
of contextual information, using data specified
in the Sensing Information of Interest to Ther-
apeutic Goals component. The identification
task is processed on the data collected by the
sensors and aims at producing context infor-
mation to the highest level. The components of
this module are shown below.

The Sensing Information Repository stores
the contextual data collected by the sensors
of electromedical equipment. The prototyped
structure reflects the organization of the EX-
EHDA middleware architecture, covering the
relationships among applications, compo-
nents, sensors, environments and contexts of
interest. In this repository are stored patients’
vital signs and data sensing of infusion pumps
and monitors, obtained by Acquisition Module

' |
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Figure 5. Mobile Access Module.
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of Integration Server. Thus, we keep the histor-
ical contexts that can be assessed by the Thera-
peutic Goal Manager. Collected context infor-
mation is registered in this repository, along
with its timestamp collection, timestamp regis-
tration and Integration Server source. Informa-
tion in this repository can be accessed by the
ubiquitous applications of health professionals
through the Communications Manager.

The Situations Repository stores the results
of the evaluations performed by the Thera-
peutics Goal Manager about contextual infor-
mation coming from Sensing Information Re-
pository. This repository maintains a history
of when and which therapeutic goals were
achieved. Information in this repository can
be accessed by the ubiquitous applications of
health professionals through the Communica-
tions Manager.

The Therapeutic Goal Manager is a mecha-
nism based on inference rules, which produc-
es deducted contexts according to therapeutic
goals defined by health professionals. The EX-
EHDA-TG processes, through the Therapeutic
Goals Manager, execute rules of type Event-
Condition-Action for identifying situations,
using techniques based on Temporal and Spa-

tial Logic (Allen and Ferguson, 1994; Ye et al.,
2012). The parameters of these rules are set by
health professionals, taking into account the
range of values and the goal for the vital signs
of patients due to the administration of a me-
dicament. When data collected is published in
the Sensing Information Repository, the Ther-
apeutic Goals Manager queries the Sensing
Information of Interest to Therapeutic Goals
component to identify which rules should be
evaluated. The results of these evaluations are
then registered in the Situations Repository.

Case study

This section presents the technologies em-
ployed in the design of EXEHDA-TG, as well
as the usage scenarios that were used to evalu-
ate its features. The case study includes sens-
ing and collecting of contextual information,
evaluating and notifying of context data to
other middleware services.

The infusion pump and the vital signs
monitor used in this case study have data com-
munication by Wi-Fi. Consequently, it is possi-
ble to parameterize the data of a new infusion
remotely, having the reading of vital signs col-

Avaliacdo da Meta Terapéutica
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Varidvel de Contexto Controlada: Frequéncia Cardiaca (FC)

Dado clinico
( Frequincia Cardlaca (FO) ) ( Contwmsar )
Frequéncia Cardiaca &2

nicio | Jan 13, 2014 Fim  jJam 13, 2014
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+47.58PM [Hruaér(atarc aca (FC) - 48.008PM
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Figure 6. Graphical Interface.
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lected, checking the status of sensors/alarms
and the infusion progress.

Computing platforms based on Linux
were used to provide the acquisition of data
through sensors and to trigger actuators in the
ubiquitous environment. Integration Server
was used the Raspberry Pi Model B, whose
main features are: small size, low power con-
sumption, and low cost compared to conven-
tional desktop.

The Assessment Server is responsible for
receiving context values collected from pa-
tients and electromedical equipment, stor-
ing them and performing situational assess-
ments, requesting actuations and generating
alerts whenever necessary. Therefore, this case
study used a hardware E3400-2.6GHz with
Intel dual-core processor, 4GB RAM memory,
and Ubuntu Server Operating System.

In this case study two applications were
developed with the objective of monitoring
and evaluating therapeutic goals: the first is
intended for use with Internet browsers; and
the second is targeted to the Android platform.

Through the application for Internet
browsers it is possible: (i) to use the contextual
data collected by the sensors of electromedical

eno6

in

EXEHDA-TG

equipment and stored in the Sensing Informa-
tion Repository of Assessment Server, viewing
them through graphs and tables; (ii) to display
textual reports with data collected from the
previous week; (iii) to monitor the evolution
of more than one vital sign on the same graph,
allowing to compare them; and (iv) to perform
statistical analyzes of the data collected.

The first application functionality for In-
ternet browsers is the selection of patients and
clinical data of interest to health professionals.
Figure 6 shows a graph of the evolution of vi-
tal signs. Through it, it is possible to follow the
variation of vital signs depending on the medi-
cation administered to the patient. By point-
ing the mouse on the chart, the value, date
and time of collection are detailed. It is also
possible to view more than one vital sign si-
multaneously on the same graph, and thus the
comparison between them becomes possible.

Through the Web interface of EXEHDA-
TG vital signs of a patient collected the pre-
vious week are displayed. This information is
displayed in columns, one for each day of the
week, where the user can also see the average,
maximum and minimum values of each day.
In Statistical options (see Figure 7) is presented

b

Avaliacdo da Meta Terapéutica

CXCHYA-TG

Ferramenta de Calculo Estatistico

nicio Tabela Crifico

Data Inicial  01/04/2014 Hora Inicial Data Final  01/04/2014 MHora Final
Contexto | Frequéncia Cardiaca (FO) %) (maiorque @) 70

3 a(onmm Frequinga Cardiaca (FO) a | Menor que a 100 0
Adicionar Regra )
o Sebmter )
* Clicando sobre 0 titulo das colunas ¢ possivel mudar a ordenacio dos dados.
Contexto Ocorréncias Média Desvio Padrao
Frequéncia Cardiaca (FC) 3 7567 287
Data Hora Medicio Contexto

1 010472014 21:30 72.00 Frequéncia Cardiaca (FC)
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Figure 7. Statistical information.
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a feature of the Web application that enables
crossing contextual data involving multiple
vital signs from different rules. This feature
allows the addition, removal and editing of
rules and parameters.

The prototyping of Mobile Access Mod-
ule consists of two parts that interoperate: a
mobile application part and the other part,
which is processed in the Assessment Server.
The mobile part is focused on smartphones
and/or tablets that use the Android operating
system. In the initial screen of the application
it is possible to select a patient, the clinical
data of interest and the form (graphical or
textual) in which it is desired to be viewed. In
the graphical information screen of the mo-
bile application the graph with the evolution
of vital signs is presented, where the user can
select the desired period of time (an hour, a
day, a week or a year). By clicking on the vi-
tal sign value curve the date and time of col-
lection are presented. The vertical axis of the
graph is adjusted automatically, taking into
account the minimum and maximum values
to be plotted.

The native notification mechanism of the
Android platform was used to provide alerts
to the user (see Figure 8). This option provides
the user with an integrated management of the
alerts on their mobile device.

Related work

The discussion of related work included
the following projects: MTM-CC (Koutkias et
al., 2010), HeartCycle (Chouvarda et al., 2011),
SIMAp (Leite, 2011) e PA-DSS (Gunawardane
et al., 2009).

This discussion was based on aspects aris-
ing from the assumptions used to design the

Table 1. Comparison of related work.

EXEHDA-TG (see Table 1): (a) distributed or
centralized architecture; (b) storage and query
of contextual data; (c) support to rules process-
ing; (d) execution of rules based on the knowl-
edge of medical experts; (e) verification of re-
sponse to medication treatment; (f) interface
with electromedical equipment; (g) follow me
approach for sending alerts.

Likewise the EXEHDA-TG, the projects
studied have distributed architecture, which
includes the processing of contextual data in
different positions of the architecture. The
storage of context data is a feature present in
all projects. However, only EXEHDA-TG pro-
vides facilities for querying the data collected.

The SIMAp and PA-DSS projects do not
consider the evolution of vital signs as a func-
tion of medication treatment per patient in a
personalized way. The EXEHDA-TG differ-
entiates itself by generating alerts when vital
signs are not evolving as expected by the phy-
sician at each clinical case.

In MTM-CC project, vital signs are col-
lected through a network of biomedical
wireless sensors. In turn, EXEHDA-TG, sim-
ilar to projects HeartCycle, SIMAp and PA-
DSS, uses monitors to collect patients” vital
signs. However, EXEHDA-TG differs from
these works because it also has support for
interfacing with infusion pumps, allowing
evaluating and storing the alarms generated
by them.

In MTM-CC project, alerts are sent to a cen-
tral server, while in EXEHDA-TG these alerts
are sent to an alert central in the hospital as
well as for the mobile devices of health pro-
fessionals. With this feature, EXEHDA-TG dif-
ferentiates itself by supporting the follow me
approach, which allows the user to start appli-
cations and access data from anywhere.

Aspects Projects
MTM-CC HeartCycle SIMAp PA-DSS EXEHDA-TG
A Distributed Distributed Distributed Distributed Distributed
B No Yes No No Yes
C Yes No Yes Yes Yes
D Yes - Yes Yes Yes
E Yes Yes No No Yes
F No Yes Yes Yes Yes
G No No Yes Yes Yes
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Figure 8. Alert on Android Application.

Concluding remarks

The design of an architecture for monitoring
the vital signs considering medication proves to
be a timely tool to assess response to treatment,
and for sending alerts to health professionals
when the values of vital signs indicate an unex-
pected response to the medication.

Thus, by receiving these alerts, the physi-
cian may re-evaluate the prescription of medi-
cations or prescribe a new one. This alert to the
medical staff, stating that the therapeutic goal
was not reached, constitutes one of the central
contributions of EXEHDA-TG to streamline
practices related to the treatment of patients
with potential contribution to reducing the
length of stay.

Among others, the following aspects should
be considered in future work: (i) perform clini-
cal validation in the hospital environment,
analyzing the EXEHDA-TG performance in
an everyday situation; (ii) explore the use of
contextual processing rules using the highest
level of inference mechanisms, expanding the
options of inference on the collected data; and
(iif) continue the integration of EXEHDA-TG
with different services and functionalities of
EXEHDA middleware.
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